Part 3 — Protection of Privacy 

Division 1 —  Collection, Protection and Retention of Personal Information by Public Bodies 

Purpose for which personal information may be collected 

26  No personal information may be collected by or for a public body unless 

(a) the collection of that information is expressly authorized by or under an Act,

(b) that information is collected for the purposes of law enforcement, or

(c) that information relates directly to and is necessary for an operating program or activity of the public body.

How personal information is to be collected 

27  (1)  A public body must collect personal information or cause personal information to be collected directly from the individual the information is about unless 

(a) another method of collection is authorized by

(i)  that individual, 

(ii)  the commissioner under section 42 (1) (i), or 

(iii)  another enactment, 

(a.1) the collection of the information is necessary for the medical treatment of an individual and it is not possible

(i)  to collect the information directly from that individual, or 

(ii)  to obtain authority under paragraph (a) (i) for another method of collection, 

(b) the information may be disclosed to the public body under sections 33 to 36, or

(c) the information is collected for the purpose of

(i)  determining suitability for an honour or award including an honorary degree, scholarship, prize or bursary, 

(ii)  a proceeding before a court or a judicial or quasi judicial tribunal, 

(iii)  collecting a debt or fine or making a payment, or 

(iv)  law enforcement. 

(2)  A public body must ensure that an individual from whom it collects personal information or causes personal information to be collected is told 

(a) the purpose for collecting it,

(b) the legal authority for collecting it, and

(c) the title, business address and business telephone number of an officer or employee of the public body who can answer the individual's questions about the collection. 

(3)  Subsection (2) does not apply if

(a) the information is about law enforcement or anything referred to in section 15 (1) or (2),

(b) the minister responsible for this Act excuses a public body from complying with it because doing so would

(i)  result in the collection of inaccurate information, or 

(ii)  defeat the purpose or prejudice the use for which the information is collected, or 

(c) the information

(i)  is not required, under subsection (1), to be collected directly from the individual the information is about, and 

(ii)  is not collected directly from the individual the information is about. 

Accuracy of personal information 

28  If 

(a) an individual's personal information is in the custody or under the control of a public body, and

(b) the personal information will be used by or on behalf of the public body to make a decision that directly affects the individual,

the public body must make every reasonable effort to ensure that the personal information is accurate and complete.

Right to request correction of personal information 

29  (1)  An applicant who believes there is an error or omission in his or her personal information may request the head of the public body that has the information in its custody or under its control to correct the information. 

(2)  If no correction is made in response to a request under subsection (1), the head of the public body must annotate the information with the correction that was requested but not made. 

(3)  On correcting or annotating personal information under this section, the head of the public body must notify any other public body or any third party to whom that information has been disclosed during the one year period before the correction was requested. 

(4)  On being notified under subsection (3) of a correction or annotation of personal information, a public body must make the correction or annotation on any record of that information in its custody or under its control. 

Protection of personal information 

30  A public body must protect personal information in its custody or under its control by making reasonable security arrangements against such risks as unauthorized access, collection, use, disclosure or disposal. 

Storage and access must be in Canada 

30.1  A public body must ensure that personal information in its custody or under its control is stored only in Canada and accessed only in Canada, unless one of the following applies: 

(a) if the individual the information is about has identified the information and has consented, in the prescribed manner, to it being stored in or accessed from, as applicable, another jurisdiction; 

(b) if it is stored in or accessed from another jurisdiction for the purpose of disclosure allowed under this Act;

(c) if it was disclosed under section 33.1 (1) (i.1).
Obligation to report foreign demand for disclosure 

30.2  (1)  In this section: 

"foreign demand for disclosure" means a subpoena, warrant, order, demand or request that is 

(a) from a foreign court, an agency of a foreign state or another authority outside Canada, and

(b) for the unauthorized disclosure of personal information to which this Act applies;

"unauthorized disclosure of personal information" means disclosure of, production of or the provision of access to personal information to which this Act applies, if that disclosure, production or access is not authorized by this Act. 

(2)  If a public body, an employee of a public body or an employee or associate of a service provider

(a) receives a foreign demand for disclosure,

(b) receives a request to disclose, produce or provide access to personal information to which this Act applies, if the public body, employee or other person receiving the request 

(i)  knows that the request is for the purpose of responding to a foreign demand for disclosure, or 

(ii)  has reason to suspect that it is for such a purpose, or 

(c) has reason to suspect that unauthorized disclosure of personal information has occurred in response to a foreign demand for disclosure, 

the head of the public body, the employee or other person must immediately notify the minister responsible for this Act.

(3)  The notice under subsection (2) must include, as known or suspected,

(a) the nature of the foreign demand for disclosure,

(b) who made the foreign demand for disclosure,

(c) when the foreign demand for disclosure was received, and

(d) what information was sought by or disclosed in response to the foreign demand for disclosure.

Whistle-blower protection 

30.3  An employer, whether or not a public body, must not dismiss, suspend, demote, discipline, harass or otherwise disadvantage an employee of the employer, or deny that employee a benefit, because 

(a) the employee, acting in good faith and on the basis of reasonable belief, has notified the minister responsible for this Act under section 30.2, 

(b) the employee, acting in good faith and on the basis of reasonable belief, has disclosed to the commissioner that the employer or any other person has contravened or is about to contravene this Act, 

(c) the employee, acting in good faith and on the basis of reasonable belief, has done or stated an intention of doing anything that is required to be done in order to avoid having any person contravene this Act, 

(d) the employee, acting in good faith and on the basis of reasonable belief, has refused to do or stated an intention of refusing to do anything that is in contravention of this Act, or 

(e) the employer believes that an employee will do anything described in paragraph (a), (b), (c) or (d).

Unauthorized disclosure prohibited 

30.4  A person referred to in section 31.1 who has access, whether authorized or unauthorized, to personal information in the custody or control of a public body, must not disclose that information except as authorized under this Act. 

